Something Phishy
Awareness training to help members of the GW community identify
and mitigate the risks associated with email phishing scams

February 27, 2013
1

Something Phishy

Overview
•
•
•
•
•
•
•
•
•

What is Phishing
Types of Phishing
Learn to Identify
Quiz
Examples
Report
Mitigate Risk
Damage Control
Questions?

2

Something Phishy

What is..
..Phishing?
Origin of the term
Phreaking + Fishing
•
•

Phreaking : exploiting vulnerability of the phone system without paying , in
the 70’s
Fishing :

It is the act of attempting to acquire information such as usernames, passwords
, and credit card details (and sometimes, indirectly, money) by masquerading
as a trustworthy entity in an electronic communication such as email, SMS or
text message.
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Types of Phishing
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Identify
•

Goal is usually to get you to provide your personal information. It may
appear to be sent from a helpdesk, the IRS, a government agency, a
bank, a university or another type of well known organization. Usually
the intent of a scam e-mail is to con the user into thinking that the matter
is urgent and that it is coming from an agency or person of authority.

•

Usually ask for personal information such as your username or password
or ask you to reset your password, provide your name and address
information or worse--provide your credit card, bank numbers or Social
Security number!

•

These types of e-mails usually promise personal gratification or gain such
as money, an internship, a free scholarship, an opportunity for
socialization, windfall gain or free samples for little or no effort.
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Identify

•

If you check the e-mail address, it is not from what it claims to be

•

There is no contact number (phone number) anywhere on the e-mail that you can call
back*

•

You do not recognize who sent it or why they would send it to you

•

The e-mail is unsolicited

•

The e-mail may be formatted (images, color, size of the text, etc.) in an unrefined,
even unprofessional manner

•

The email, web page , web form or the job posting was copied from the original , therefore
looks exactly like the original, but the process of soliciting response seems out of
character / norm for the organization.

* We are beginning to see that scammers have started to add phone numbers, banking on the fact that most users will not bother to6call
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Quiz

http://www.opendns.com/phishing-quiz/
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Example 1
From: L-Soft list server at HERMES.GWU.EDU (1.8d) <LISTSERV@hermes.gwu.edu>
Date: Sat, Jun 9, 2012 at 6:00 AM
Subject: Renewal of your subscription to the PARKING list
To: NetID < NetID@gwu.edu>

Sat, 9 Jun 2012 06:00:05
Your subscription to the PARKING list is due for renewal. If you wish to
remain subscribed to PARKING, please issue the following command to
LISTSERV@HERMES.GWU.EDU at your earliest convenience:
CONFIRM PARKING
You will be automatically removed from the list if you do not send a
CONFIRM command within the next 14 days.
PS: In order to facilitate the task, this message has been specially
formatted so that you only need to forward it back to
LISTSERV@HERMES.GWU.EDU to have the command executed. Note that while the
formats produced by the forwarding function of most mail packages are
supported, replying will seldom work, so make sure to forward and not
reply.
------------------------------------------------------------------------// JOB
CONFIRM PARKING
// EOJ
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Example 2
--------- Forwarded message ---------From: Smith, Abc <abcd@houstonisd.org>
Date: Fri, Jan 4, 2013 at 4:47 PM
Subject: Important: ITS - Service Information
To:
IMPORTANT: We discovered series of illegal attempts on your mail account
from different IP locations. This is for your own safety and to avoid your
account from been closed.
If you did not initiate this change, please sign in and verify your account
information by clicking the link below. If you are unable to click the link
copy and paste it on your browser.
http://casthiudaccofirmation.atwebpages.com/login.php
To ensure that your account information remains accurate and secure we
notify you whenever this information changes.
Information Technology Services
*Name of a GW Official*
*Director, Office of xxx xxxxxx *
*The George Washington University*
*1922 F Street NW Ste. ###*
*Washington D.C. 20052*
*202.994.xxxx (phone)*
*202,994.xxxx (fax)*
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Example 3
--------- Forwarded message ---------From: <infomail@gwu.edu>
Date: Mon, Jan 7, 2013 at 2:30 PM
Subject: Your E-mail Suspension Notification
To: NetID@gwu.edu

We have reasons to believe that your George Washington University
(gwu.edu<http://greeleyturbineengines.com/gwu.html>)
E-mail Access has violated our terms of service & conditions and therefore
has been temporarily suspended for your security.
Therefore,you would be restricted from receiving new messages and other
e-mail features.
For us to restore your e-mail account back to normal, you must verify your
identity.
Click here to begin
https://my.gwu.edu/mod/email/
*Regards*
George Washington University E-mail Service.
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Example 4
From: GWU Web Portal <Netid@gwmail.gwu.edu>
Date: Wed, Jan 9, 2013 at 8:37 AM
Subject: NOTIFICATION
To:
-We detect spam-like activity in your gwu email account,
which is against our Acceptable Use Policy (AUP).
*Kindly click here <http://off.st/emailgwverification>* to verify that
you're the owner of the account and not a spammer.
We apologize for any inconvenience this may cause you.
Thanks,
GWU Web Portal
-*Name of a GW Official*
MSHS Health Care Quality
GWID: G######
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Example 5
---------- Forwarded message ---------From: infomail@gwu.edu <NetID@gwmail.gwu.edu>
Date: Tue, Feb 12, 2013 at 7:46 PM
Subject: Your E-mail Account suspension Notification
To: email-alerts@gwu.edu

[image: http://www.gwu.edu/~cssa/images/GWU_logoB.jpg]

We have reasons to believe that your George Washington University
(gwu.edu<http://simplyplaced.ca/gwumail.html>)
E-mail Access has been compromised and has been temporarily suspended for
your security.
Therefore,you would be restricted from receiving new messages and other
e-mail features.
For us to restore your e-mail account back to normal, you must verify your
identity.
Click here to begin
https://my.gwu.edu/mod/email/<http://simplyplaced.ca/gwumail.html>

*Regards*
George Washington University E-mail Service.
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Example 6
-------- Forwarded message ---------From: American Project
Management <announcements@projectmanagementusa196.org>
Date: Wed, Dec 12, 2012 at 6:46 PM
Subject: Project Management Masters Certification Program (January 22 - 25, 2013:
Washington, DC)
To: NetID@gwu.edu

The Project Management Masters Certification Program will be offered January 22 - 25,
2013 in Washington, DC on the George Washington University campus. Project
management professionals, business and technology professionals, students, and
educators are invited to register at the American Project Management website here.
January 22 - 25, 2013
George Washington University
Washington, District of Columbia
The PMMC is designed for those seeking professional project management certification. It
serves as both a thorough professional education and recognized certification. Those
seeking additional credentials such as the PMP®/PgMP®, PMI-SP®, and PMI-RMP® will
benefit from this dynamic and interactive work session, while those currently holding
credentials will find the certification to be an enhancement as well as the most up to date
advanced professional development.
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Report it
Forward the email with the header data to abuse@gwu.edu
To extract the header:
1. When looking at the email in the browser, on the right hand side corner Click on the downward
arrow
2. Then Click on 'Show Original'
3. Then copy and paste all that gibberish looking text on a word document , attach it to the forwarded
email to abuse@gwu.edu
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Report it
Resources:
http://www.antiphishing.org/report-phishing/
http://www.antiphishing.org/resources/overview/
In-depth information on techniques :
http://www.slideshare.net/tamfin/phishing-exposed ( 110
Slides)
Submit, track and verify phishes :
http://www.phishtank.com/
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Mitigate the Risk
Don’t open any unsolicited or unrecognized e-mails in e-mail client software such as MS Outlook, Thunderbird or
Apple Mail. Below are some other ways you can protect yourself when receiving a spam e-mail:
•

Be wary of clicking on unsolicited email or SMS messages.

•

Never click on hyperlinks within phishing emails or messages

•

If you absolutely need to check the e-mail, view it directly within your GWmail/ GWemail through the web
browser interface. Flag it as SPAM if it is.

•

Do not respond to them

•

Use browsers with latest updates and reputation services

•

Do not provide credit card info, GWid, SSN etc. within emails or SMS messages

•

Never execute or download anything from phishing emails

•

Share what you learn in this session today – awareness is the key
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Damage Control
If you clicked on a link , downloaded malware or submitted information
•

If you suspect that your computer has been compromised or infected with a virus or
malware, disconnect from the network (GW or any other) immediately.

•

Change your passwords immediately

•

Call the IT Support Center at 202-994-GWIT (4948). Support is available 24 hours a
day, seven days a week.

•

If confidential information has been leaked , notify GW University Police Department
and / or Local Law Enforcement, your bank and credit card companies, SSN
administration etc.
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Questions ?
Presented by:
Noor Aarohi
Senior Analyst - Risk and Compliance
GW Division of Information Technology
703-726(3664)
infosec@gwu.edu
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